North Carolina Office of the State Controller

PayPoint® Pre-Boarding Assessment
PARTICIPATING AGENCY
For an agency that has committed to enrolling in the PayPoint® Service offered by First Data Government Solutions
Agency Name:      




Agency Primary Contact:      





Date of Assessment:       
PURPOSE
To obtain a better understanding of the agency’s perceived utilization of the service, and to give guidance regarding the various ways (options) that PayPoint® can be used, all in order to contribute to a successful implementation once the project is kicked off, as well as being better prepared to complete the Boarding Form appropriately.
PARTICIPANTS
· OSC staff that will be participating in the project
· Agency’s business users that will be utilizing the service
· Agency’s IT staff representative(s)
ASSESSMENT OBJECTIVES
· Ensure that the agency is aware of the various educational documents pertaining to PayPoint®, including the Overview Document on OSC’s website that contains answers to many FAQs, the Excel Project Plan on OSC’s website, and the various PayPoint manuals downloadable from First Data’s E-Room.
· Determine the setup hierarchy (which entity will be the “Agency,” with NC-OSC being the “Corporate Site”) 
· Make the following determinations:
	
	Determination to be made
	Consideration
	Response

	1
	What agency’s payment application will be implemented first, and what potentially later
	Could be license renewal, penalty payment, fees, etc.
	

	2
	What are the transaction volumes and frequencies of payments 
	Could be annually, monthly, as needed, etc.
	

	3
	What is the desired target implementation date
	An aggressive schedule would be at least two months, with 3-4 months being the norm.
	

	4
	Does agency maintain a database of open A/R transactions (e.g., payment due for fee or penalty, license renewal)
	An open transaction can be one that has been generated upon the issuance of an invoice or notice
	

	5
	Does agency currently have a profile allowing log-on to the agency’s website with the client being authenticated
	Some agencies provide such profile allowing client to perform actions other than making a payment
	

	6
	If agency does not provide “client-authenticated” log-on, does agency have ability to authenticate by using “transaction-authentication” (e.g., invoice number, license number, etc.)
	Must match certain challenge data elements to an open A/R database, maintained either by agency or by PayPoint
	

	6a
	What will be the challenge data element for an attempted payment (e.g., license number, invoice number, file number, amount, etc.) 
	If payer is not authenticated when log-on to agency’s site, then “transaction-authentication” must be made.  Should be at least two challenge elements.  
	

	6b
	How will payer be aware of the challenge data elements
	Mailed invoice, notice, etc.,
	

	6c
	Which interface option will be utilized to submit open transactions to PayPoint® (Query String or File Upload)
	Refer to chart on PayPoint Overview document for comparisons
	

	7
	If submitting open transactions to PayPoint via Query String, will agency have ability to send/receive
	Requires IT staff knowledge of query strings
	

	8
	If submitting open transactions to PayPoint via File Upload, will it be via FTP or via Admin Site
	Size limitation if using Admin site – Less than 100 MB; Must be encrypted if using File Upload
	

	9
	If submitting open transactions to PayPoint via File Upload, can agency keep updated every day
	Agency will receive some payments outside of Paypoint, and PayPoint database must be updated
	

	10
	Which of the three PayPoint methods will agency use to update its A/R database for payment results
	Posting File and Admin Reports both next-day, and available with both interface options.  Query String Return is only method for same-day (real-time).  Funds are not received until next-day either case.
	

	11
	How will Posting File containing Payment Results be received
	Can be scheduled FTP, or manual via Admin Screen
	

	11a
	Will Posting File be downloaded on a 5-day or 7-day settlement basis
	Transactions entered during the week-end must be considered. The 5-day settlement (M-F) and only items that settle is the norm.
	

	12
	What will be the daily cut-off for which payment transactions will be included into the next day
	The recommended cut-off time is 5:00 p.m. Eastern Time, in order to coincide with TeleCheck’s daily cut-off time for next-day funding.  
	

	13
	Which payment options will be offered


	Cards and/or E-Checks

If large dollar transactions, consider only E-Checks, since cards incur 2% interchange fee
	

	14
	Will a Convenience Fee be charged on PayPoint
	Must be a flat fee, as Visa does not allow a %;

Must be approved by OSBM
	

	15
	Which card brands will be accepted
	Visa and MasterCard next-day funding, while Amex and Discover two-day funding
	

	16
	Will PIN-less debit cards be accepted


	Not recommended initially. Requires special enrollment and delays implementation
	

	17
	Will agency utilize Address Verification or Security (AVS) Code Verification feature
	Not recommended in government environment where payer is known.  Incurs extra cost.
	

	18
	Will Spanish be offered in addition to English


	Accommodates both, but agency must provide language
	

	19
	Whether the agency will be using the Admin screen as a virtual terminal or not for card-present and MOTO
	Some PCI implications if used as a virtual terminal

Vulnerability scanning by Trustwave
	

	20
	Can agency provide its Logo to PayPoint
	First Data can host on secure server to prevent MS security message from displaying to payer
	

	21
	Will a payer be allowed to make a partial payment
	Generally not recommended
	

	22
	If Data File Upload is utilized, which of the following three optional features will be utilized
	Features not available if Query String is utilized. Each optional feature incurs an extra fee
	

	22a
	Enrollment feature
	Allows client to maintain a profile on PayPoint with username and password. Payer can view history of payments
	

	22b
	Summary Presentment
	Allows payer with profile to view multiple invoices that are open for payment
	

	22c
	Payment Scheduling
	Allows payer with profile to set up schedule of payment to be automatic when due date arrives
	

	23
	Does agency have funding for implementation and for on-going transaction fees
	Start-up cost is $1,000.00;

Ongoing card fees are approximately 2% per transaction 
	

	
	
	
	


	Special Considerations for Agency

	1
	

	2
	


NEXT STEPS
· Determine time frame for when agency desires for project to be implemented
· Determine if agency can commit resources necessary to devote to project

· Complete Enrollment Forms on OSC Website
· Request First Data to appoint Project Manager

· Setup Project Kick-off meeting

· Continue with reviewing education materials, on OSC website and First Data’s E-Room

· Review OSC Project Plan on OSC’s website
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